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Cloud and loT Threats
Predictions

McAfee Labs

Intel Security shares predictions about the evolution
of cloud and IoT threats in 2017.

Cloud Threats

Trust in the cloud will increase, leading to more sensitive data and processing in the cloud,
leading to more interest in attacking the cloud.

Trust in the cloud has increased in the last 3 years."
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The cloud is growing rapidly.?
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Attacks on the cloud are increasing.?
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DDoS attacks, Q2 2016 vs. Q2 : Account takeover attempts targeted
2015: 129% increase in total ’ more than 20,000 domains and
DDoS attacks subdomains in Q2 2016.

loT threats

loT devices will swell in number. Most will have limited security, they will be difficult or
impossible to update, and they will have access to significant systems and networks.

The loT device market is exploding in size.*
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loT devices have limited security

70% 50% 70%

Of 10T devices, along with their Through 2018, over 50% of loT Of loT devices use
cloud and mobile application, device manufacturers will not unencrypted network
enable an attacker to identify valid be able to address threats from services.”
user accounts through account weak authentication practices.®

enumeration.®

loT devices have access to significant systems and networks.
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66% 620Gbps of traffic 10%

By 2018, 66% of KrebsOnSecurity was subject to a By 2020, 10% of all attacks
networks will have had massive DDoS attack that generated will target loT systems.?
an loT security breach.? 620Gbps of traffic, driven mainly by

an loT device botnet."®

McAfee Labs 2017 Threats Predictions

Visit www.mcafee.com/2017Predictions for the full report.
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